MaTrepuan 1jis poANTEIbLCKOr0 HHCTPYKTAXKA 110 Mepam
0e30MACHOI0 UCI0JIL30BAHHUS UnTtepHer

[lo marepuanam
hitp://detionline.com
http://www.saferunet.ru

C xaxneiM rogom HTepHeT CTaHOBHTCS JOCTYITHEE U TIOMyISpHEE, OXBATHIBas BCE
Oonblue aynuTOpnH. BOIBIIMHCTBO pOIUTENEH He 3ampeIaioT CBOMM AETSM I10JIb30BaThCs
Wutepretom. M oro ecrectBenno, 60 Cerh — He TONBKO pasBICKATCNbHBIN, HO H
[103HABATEIHHBIA HHCTPYMEHT.

OnHako Juisl MCIONB30BAHMS 3TOTO HHCTPYMEHTA, Kak M JHOGOTO JPYroro, HyKHO
[PEIICTABIATE PUCKH, CBI3aHHBIE C €TO HCIIOJIH30BAHKUEM.

KoHTenTHple pHCKH — 5TO MaTepHanbl (TEKCTBI, KApPTHHKM, ayamo, BHIeO(ailibL,
CCBUIKH Ha CTOPOHHHUE PECYPChI), COJEPIKAINE HACHITHE, arPECCUIO, SPOTHKY M MOpHOTrpadHIo,
HENCH3YPHYIO JICKCHKY, HH(pODMAIMIO, Da3KUTalolyld pacoBYIO HEHABMCTH, MPOTAraHiy
AHOPEKCHHU 1 OYJIUMUH, CYHIIHIA, A3aPTHBIX UI'D, HAPKOTHYECKHX BEECTB U T.1. CTONKHYTHCS C
HAMH MOKHO NPaKTHYECKH Be3/ie. TO W CAlThl, M COLMATBHBIC CETH, H OJIOTH, B TOPPEHTHL, U
BUICOXOCTUHIH, (paKTHIECKH BCE, UTO cefiyac cyiiectByeT B MuTepHeTe. 3a4acTyio momoOHbI
Marepuajl MOXXET TPHHWTH OT HE3HAKOMIA 10 IIOYT€ B BHAE ClaMa WM COOOLIEHHS.
ITounmepecyiimeco y onepamopa ceazu, npedocmasnawuiezo oocmyn K cemu, 0 Ha1U4UU
ycayeu KOoHmenmuou punempayuu 011 oemeil.

KoMMyHHKaUHOHHbIE PHCKH CBS3AHEI C MEXIIMYHOCTHBIMU OTHONICHHUSMH HHTCPHET-
MOJIB30BATeIeH M BKIIOYAKOT B cebs PHCK IHOJBEPrHYTHCS OCKOPONCHHSM ¥ HAMajKaM co
CTOPOHBL  JpyruX. Ilpumepamu Takux PHCKOB MOTYT OBITh: HE3aKOHHBIC KOHTAKTEL,
KubeprpecieoBanus, kKnbepOy uar U ap. s mon06HBIX Henell HemoIb3yITes pa3nugHbIe
vathl, onnaiH-meccenukepsl (ICQ, Google talk, Skype u np.), commaabHble CeTH, caifThl
3HAKOMCTB, (DOPYMBI, OJIOTH M T.1I.

Oxazatbes JKEPTBOM HAMHOTO IIPOIIE, YeM KaweTcs. Kawiblil YUacTHHK TOH WM HHOM
COLMANLHON CEeTH MOXCT HPU3HATBCS, UTO XOTS OBl OJUH Pa3s eMy MPUXOMIO HEIPUCTONHOE
HIPCIIIOKEHNE OT HEU3BECTHOTO YeI0BeKa. DTO Oe/la He TOJNBKO CONMABHBIX cereii. Ha mobom
nomyspHoM $popyme, B GIIOroBOM COOBIIECTBE U YaTe MOSBISIOTCS TAKHE YUACTHHKH, KOTOpBIE
XaMSIT B OCKOPOJISIFOT IPYTHX YIaCTHUKOB.

KoMMyHHKaIMOHHBIE DHCKH — BKIIOYAIOT B ce0S  «HE3aKOHHBI  KOHTAKTY W
«xubeprpecienoBaHuey (WM KUOEp-6yIUTHHT).

HesakoHHBIH KOHTAaKT — 3T0 OOLICHHE MEKIY B3POCHBIM U PEGEHKOM, 1P KOTOPOM
B3POCIIbIi TBITACTCS YCTAHOBUTH Gollee ONM3KHE OTHOIIEHHMS TS CeKCYalbHOI SKCILTyaTalluH
peOeHKa. 3NOYMBITUTEHHHK HEPEAKO OONMIAETCS B MHTEPHETE ¢ pebGeHKOM, BbIIaBas ceds 3a
poBecHHKa JnOO pebenka HemHOro crapiue. OH 3HAKOMHTCS B 4aTe, Ha Gopyme wim B
COIMATLHOM CETU C HKEPTBOM, IIBITAETCS YCTAHOBHUTEH C HUM JAPYKECKHE OTHOIICHUS U nepenTn
Ha JIM4HYy0 mepenucky. OOmasch JUYHO («B NpPHBATE»), OH BXOJUT B JOBEpHE K PEeOCHKY,
TBITACTCA y3HATH HOMEP MOOUIBHOTO M IOTOBOPHTHLCA O BCTPEUe.

Kubepnpecnenosanue (unn  kubep-OyMHN) — 5T0  NpeceNOBAHAE  HONH30OBATEIS
COOOIICHUSIMH, CONEPIKAIUMH OCKOPOJIEHHS, arpecCHIo, CEKCyallbHBIE JIOMOTATENLCTBA ¢
TIOMOMIBIO PasIIMYHBIX WHTEPHET-CEPBUCOB. Takke, KubepnpeciesoBaHHe MOMKET TPHHEMATH
Takue Qopmbl, Kak oOMeH HH(pOpPMAIMeH, KOHTAKTAMH; 3allyTHBaHHUE; [OJpaKaHHUE,
XYJIUIaHCTBO (MHTEPHET-TPOJIIMHT); COIHAbHOE GoiikoTuposanue. [1o bopme OyuTHHI MOXKET
OBITH HE TOJBKO CIOBECHBIM OCKOPOICHHEM. JTO MOTyYT ObITh (QoTorpadguu, n3oOpaKeHns UiH
BUJICO XCPTBBI, OTPENAKTHPOBAHHBIE TAK, YTOOB! OBITH GOJIee YHH3HTETLHBIMA.

Hono0HbINH yHU3UTENBHBIH KOHTEHT MOKET HCXOIUTH OT OJIHOTO YeJIOBEKa MITH IPYIIIBI
THOJIEH O OJIHOMY MIIM HECKOIBKHM 3JIEKTPOHHBIM KOHTAKTAM KEPTBBI, HA IEKTPOHHBIN SAIIUK



MM B COOOIICHUSX OHIAHH-MECCEHPKEPOB. PacpocTpaHens! Takke CIIy4au IpecieJIOBaHUS B
CONMANBHBIX CETAX MIM Ha MOJOOHBIX HM pecypcax. IIpE 9TOM TOMHMO pacchbUIKH
OCKOPOHTEIbHBIX COOOIICHUHN U BBIBENIMBAHHS YHU3HTENBHBIX MaTepHaIoB, U300paKEHUH WU
BIJICO3ANNUCEH, Oy/ulep MOXET Takke B3IOMaTh OPO(HIs WM CTPaHHUIly >KEPTBBl H
OpraHn30BaTh CIIaM-PACCHUIKY II0 BCEM KOHTAKTAM JKEPTBBL.

K coxasenno, kubepOyHHN — 0YeHb PacIPOCTPaHEHHOE SBJICHHE Cpeld POCCUICKUX
OMPOCTKOB. KaK/pii nAThIl peGeHOK MOMKET NMPU3HATH, UTO MOJBEpraJicsi OYIIIMHTY OHJIANH
I B peasibHOU KU3HH. 1 510 Oena He Tonmpko Pocenn, ona pacnpocTpanena Bo Beem MUpe.

Jyume 6ceco ne ecmynamv ¢ obwenue co chamepamu, nOOO3PUMENbHBIMU
JAULHOCHAMU, PACCOINAIOWUMU CCOLTKH ULU RYONUKYIOWUMU OCKOPOUmeTTbHbIe COOOUeH U,
Honsimku ux npucmvioume ycnexom ne yeenuaromes, monvko 3pA nompamume ceoe 8pems.

JileKTpoHHbIe (KHGep-) PHCKH — 3TO BO3MOXKHOCTD CTOJIKHYTBCSI C XHILCHHEM
TCPCOHANIbHOM HH(bOpMAIU, PUCK MOABEPIHYTHCS BUPYCHOMN aTake, OHJTaH-MOIIIEHHIUYECTRY,
ClaM-aTake, IIMHOHCKUM ITPOrpaMMam U T.JI.

K BpenoHOCHBIM HporpaMMaM OTHOCSTCS BHPYCBI, YCPBH H «TPOSHCKHE KOHH» — 3TO
KOMIILIOTEPHBIC NPOTPAMMBI, KOTOPBIC MOTYT HAHECTH BPE/ BallleMy CEMEHHOMY KOMIIBIOTEPY H
XPAHAMUMCS HAa HEM JaHHBIM. OHM Takke MOTYT CHHXATh CKOPOCTb OOMEHA JAHHBIMH C
WurepHeToM M naxke MCHONB30BATH Ball KOMITBIOTEP IUISL PACcIpOCTPaHEHHs] CBOWX KOMWH Ha
KOMIIBIOTEPLI BAIlIUX JPY3€H, POACTBEHHUKOB, KOJUIET H 0 BCEH OCTAIBHON rIo0aibHON CeTi.
Xuuienne KOHQUIEHIUATBHEIX [TaHHBIX MOYKET IOPUBECTH K TOMY, 4YTO Xakep HE3aKOHHO
MOJYHACT NOCTYNl W KaKMM-THOO 00pasoM HCHONB3yeT JTHUHYIO HH(BOPMAIHMIO MOJTb30BATEIS
(HOMepa OaHKOBCKHX CUETOB, NACTIOPTHBIC JaHHEIE, KOJIBI, IAPOJIK U JIP.) € LENbIO NPUYHHATE
MaTepHaNbHbll U (puHAHCOBBIT yieps. Ochosnoe cpedcmeo 3auiumel — yCMAHOBKA U
pecyaaproe 00HOGNeHUE AHMUBUDYCHOU RPOPAMMBL U opyzue HACHPOIKU 3au{umbl
Komnoslomepa.

3ammrTa B COLMANBHBIX CETAX — 3TO 3ajaua, KOTOpasi HE TaK JIaBHO craja 0CcoOEHHO
aKTyajbHa [Ulsl UX HOJIB30BaTENeH. B3I0M CTpaHuIl B COLMANBHBIX CETSX IPEBPATHIICS B OTHH H3
OCHOBHBIX CTI0CO00B pacnpocTpaHenus criama B MaTepreTe. UTo MOKET ciefarh HoMhb30BaTtenn?
— BHumamensno omnocumoca k ceoum nozunam u napoiam, He yCMaHag1ueams napo.u
muna «123» u nukomy ux ne nepedagamso u, mem bonee, He nepecsliams no 31eKmpoHHOI
noume.

IlorpebuTennckne pHEKH BKIIOYAIOT B ceOs: PUCK NpPUOOPETEeHUsT TOBapa HU3KOTO
Ka4eCTha, pasIniHbIX MOIETIOK, KOHTpaQakTHOH 1 (aibcupunupoBaHHO IPOAYKUHUH, TOTEPIO
AICHOKHBIX  CPEJICTB O3 NpUOOpeTeHHsS TOBapa WM YCIyTH, XHIIEHUS [IEPCOHATBLHOM
HH()OPMAIIHH ¢ L[ENbI0 KHOEP-MOLICHHUYECTRA 1 Ip.

Kax npapuio, [1s coBepinenus MOKYIIKH B CETH JOCTATOYHO YKa3aHHbIX Ha OAaHKOBCKOH
KapTe peKBU3MTOB. JleTd, COBEpINas OHMAMH OKYIKH, MOIYT PaCTPaTHThL 3HAYUTEIIBHBIC CYMMEI
CBOMX pOJHTENEH, eclu KakuM-IH60 Croco6oM MMeNTH WM NOMYyYUId K HHM JIOCTYIL
He paspewaiime demam cosepuams ROKYRKU UNU COe/IKU 6 cemu 6e3 eaiuezo yuacmus.

OcHoBHBIe NpaBUIA /IS POAUTETEH

1. Tlpexne, 4em m03BONMUTL pPEBEHKY MOIB30BATHES Wurepnerom, pacckaxkute emy o
BOSMOKHBIX ONACHOCTAX CeTH (BPeNOHOCHBIE MPOrPaMMbl, HeGE30LACHBIE CANTEL, HHTEPHET-
MOLICHHHKH H JP.) U UX [IOCIECACTBHUSIX.

2. Yerko ompesenute Bpems, KoTopoe Bam peGeHOK MOXkeT NpoBOMTH B Untepuere, u
CalThI, KOTOPBIC OH MOKET MOCEIATh.

3. YObenureck, 4T0 Ha KOMMBIOTEPAX YCTAHOBJICHBI K IPABUIIBHO HACTPOEHBI AHTHBHUPYCHBIE
TIPOrPaMMBI, Cpe/ICTBA PUILTPALIME KOHTCHTA M HEKENATeIBHBIX COOOILCHTIA.

4. Kourpormupyiite nesrensHOCTs peGeHKa B MHTepHeTe ¢ MOMOIIBIO  CIIENHMATBLHOIO
IIPOrPaMMHOI0 06€eCeyeHusI.

5. Copammupaiite peGeHKa 0 TOM, 4TO OH BUJIEN H €1 B Wurepnere.



6. OObscHuTe pebeHKy, 4YTO TpH OOLCHUH B Wureprere (uarbl, Qopymbl, CcepBHCHI
MIHOBEHHOTO OOMeHa COOOLIEHUSMH, OHJIAHH-HTPEI) W APYTHX CHTyalUsaX, TPeOYIOmuUX
PETHCTPAllMK, HEJIb3s HCIONB30BATh peanbhoe uMst. [lomMorute eMy BbIGpaTh perucTparmonHoe
UMsl, HE COACpIKAIee HUKAKOH TMUYHON MHPOpMaIUH.

7. OObscHuTe pebeHKY, YTO Hemb3sl pasriamarb B MuteprHere wHGOpMANUIO JTHYHOTO
XapaxkTepa (Homep TenedoHa, JOMammHU apec, Ha3BaHWE/HOMEP ILIKOIbI ¥ T.J.), a TaKKe
"noxaseBate" cBou Gororpadum.

8. Ilomorurte peGeHKy HOHSTH, 9TO JANEKO HE BCE, YTO OH MOKET IPOYECTh WJIM YBHICTH B
Wntephere — npapna. [Ipuydnte ero crparimBars To, B UeM OH He YBEPEH.

9. OObscHuTEe pebeHKy, 9YTO HENb3s OTKPbIBAaThL (DaiiIbl, MONyYEeHHBIE OT HEM3BECTHDIX
TIO/I30BATENICH, TaK KakK OHM MOTYT COACPXaTh BHPYCHI HIH GoTo/BHICO ¢ HEraTHBHBIM
COZEpI)KaHUEM.

10. Ilpryunte pebenka cOBETOBATHCH CO B3POCJIBIMH ¥ HEMEJUICHHO COOOIATH O MOSIBJICHHH
HeXenaTeabHoN HHpopMaIHH.

1. He mo3ponsiite Bauwemy pe6enky BCTPEYATBCS ¢ OHJIAHH-3HAKOMBIMH 0Oe3 Barmrero
PaspeIlCHUS UITH B OTCYTCTBHH B3POCIIOIO YEJIOBEKA.

12. Tlocrapaiitech peryisprO MpOBEpSTH CHIMCOK KOHTAKTOB CBOKX JICTEH, YT0OB! YyOCIUThCS,
4TO OHM 3HAIOT BCEX, C KEM OHH OOIIAIOTCS,

13. OGbscHUTE KETSM, YTO TIPH OOIICHUN B VHTepHeTe, OHM OJUKHBI GBITH IPYKETIOOHBIME C
APYTHMH TI0JIb30BATEIIAMH, HE B KOEM CJIydae HE IHCAaTh IPYyOBIX CJIOB — YUTATD rpy0oCTH TakiKe
HEIPUATHO, KaK U CIIBIIIATE;

14. Tlposepsiite akTyanrbHOCTH yiKe YCTAHOBJICHHBIX npasuil. Cremure 3a Tem, 4yroOBI Batmu
TIpaBua COOTBETCTBOBAIIM BO3PACTY M Pa3BUTHIO Bainero peGenka.

MHoro unTepecHBIX MaTepPHAIOB M0 AaHHOI TemaTHKe BbI MojKeTe HANTH Ha cafrax:

— Tloapocrok u 3akon (passern «IHTEpHET-YyTPO3KI»)
http://podrostok.edu.var.ru/safety/index.html

— enrp GesomacHoro uutepuera B Poccnn (caiim DeKoMendo6an Ynoanomouennviv npu
[Ipesudenme PD no npasam pebenxa) http://www.saferunet.ru/ruaoi

— Jlura Ge3omacHOro WHTEpHETA. DHIHKIONEANS 630IaCHOCTH
http://www.ligainternet.ru/encyclopedia-of-security

— Ceresuuok.pd ITpoBOJHUK B MUpe HHTEpHETA http://ceTeBnyox.pd

- WWW.I-DETI.ORG Be3onacHblit WUHTCPHET JJIs IETEH: 3aKOHOIaTeIIbCTBO, COBETHI,
MHEHHUSI, MEXK/TyHApOAHBIN onbIT http://i-deti.org/

— Ynpasneane «K» MBJI Poccuu
http://mvd.ruo/mvd/structure1/Upravlenija/Upravlenie K MVD Rossii
Hamamxa « Ynpasnenue « Ky npedynpescdaem. Oyovme ocmoposicibl u eHuMamenvibl!y
http://mvd.ru/mvd/structure1/Upravlenija/Upravlenie K MVD Rossii/Pamjatka_Upravleni
¢ K preduprezhdaet

Tak, manpumep, na caiite «WWW.I-DETL.ORG BesomnacHbiit MHTEPHET IS JIeTeH»
B pasnene «Bugeo» (http://i-deti.org/video/) pa3smerena 110/100pKa 00yJaronuX U PA3BUBAIONIHX
BUZICOMATEPUATIOB, KOTOPBIC MOMOI'YT JCTSIM HOJTYYHMTh IPEICTABIEHHE O TPUEMIEMBIX MOJIETISIX
noselenus B Uureprere. Bee mpesicTaBieHHbIe 3/16Ch BUICOPOTHKH B IIPOCTOH W JOCTYIHOMN
hopmMe HHDOPMHEPYIOT FOHOTO TOIB30BATENSI CETH O BCEBOZMONKHBIX ACHEKTAX B3aUMOJIEHCTBUS
¢ JPYrAMH [0JIB30BATENAMH VIHTEpHETa, 0 HEOTHO3HAYHBIX M 3aTPYIHHTCIBHBIX CUTYaIusX,
KOTOPBIE MOTYT BOSHHKHYTH BO BpeMs IIPEOBIBAHHS B BHPTYAILHOM IIPOCTPAHCTBE, O TOM, KaK
MOKHO PCHINTE T€ MM MHBIE MPOOIIEMBI U Ky/1a MOKHO OOPATHTLCS B CIIyYae CTOIKHOBEHHS C
HEeZI00pOIKeNTaTeIbHOCTBIO U HAPYIICHHEM 3aKOHOB 00 MHPOPMAIIMOHHON GE3011aCHOCTH.




